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CYBER SECURITY STRATEGY 
 

 
1. Summary 

 
1.1  This report sets out a high level Cyber Security Strategy for approval. This 

addresses the organisational and behavioural elements of cyber security 
defences with the aim of improving the level of cyber security awareness 
across the Council. 

 
 

2. RECOMMENDATION 
 
2.1  That  the Cyber Security Strategy, at Appendix A to the report, be approved. 

 
3. Background and Discussion 

 
3.1. There is a growing history of local councils who have suffered 

significant cyber attacks. These attacks have led to financial loss, long 
recovery times and reputational damage. 

3.2. Whilst to date there have been no cyber incidents that have impacted 
on the Council, from a strategic planning perspective, it is more likely to 
be a case of ‘when’ the Council suffers a cyber incident rather than ‘if’. 
Such an attack could cause disruption to the Council’s primary 
services; disrupt the democratic system and process; and may lead to 
data theft, given the high volumes of personal and financial data held 
by the Council. 

3.3. A Cyber Security Strategy is presented at Appendix A to this report. 
This is not a technical document but is instead, designed to improve 
the level of cyber security awareness across the Council. It sets out the 
Council’s current cyber security maturity level and the steps that are 
required to strengthen the cyber security defences from an 
organisational and behavioural perspective. 

 
4. Relationship to the Corporate Plan 
 

Not applicable 
 
5. Financial, legal, staffing and other implications and risk assessments* 
 

Financial Implications The measures identified within the Strategy that 
are required to improve the level of cyber security 
awareness across the Council have all been 
provided for within the budget. 

Legal Implications The information created and processed by the 
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Council is one of its most valuable assets. The 
consequences of a cyber security breach could 
result in financial loss, reputational damage, 
breach of a legal obligation under data protection 
legislation, breach of contract and breach of 
professional rules. Failing to have appropriate 
security measures in place to avoid/mitigate a 
cyber attack, could result in a significant fine 
issued by the ICO. 

Public Sector Equality 
Duty  
Crime and Disorder Duty  

None 
 

None 
 

Climate Impact 
Assessment 

N/A 

Staffing Implications The Strategy identifies additional training 
required to strengthen the Council’s cyber 
defences. 

Administrative Implications There will be staff time required to undertake the 
training and implement the additional processes 
and technologies identified in the Strategy.  

Risk Assessment The Strategy sets out the risk background and 
the specific risks relating to a cyber attack. 

  
6. Details of Exempt Information Category 
 
 Not applicable 
 
7. Appendices 
 

Appendix A - Cyber Security Strategy 
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